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DETAILED ACTION 



1. 



Claims 1-66 are pending. 



Information Disclosure Statement 



2. 



The IDS submitted on 2/17/04 has been considered. 



Claim Rejections • 35 USC § 101 



3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claims 21-35 are rejected under 35 USC 101 because the claimed invention is 
directed to non-statutory subject matter. Claims 21-35 are not limited to tangible 
embodiments. In view of applicant's disclosure, paragraph 0092, a computer readable 
medium is not limited to tangible embodiments, instead being defined as intangible 
embodiments (e.g. signal or carrier wave). As such the claim is not limited to statutory 
subject matter and is therefore non-statutory. 



5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 



Claim Rejections - 35 USC § 102 



form the basis for the rejections under this section made in this Office action: 



A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-3 are rejected under 35 U.S.C. 102(b) as being anticipated by Touboul 
USPN 6,092.194. (hereinafter Touboul) 

7. As per claim 1 , Touboul discloses a method, comprising: detecting an object 
associated with a web page; assessing which of plural trust levels is to be accorded to 
the object; and suppressing the object based on the accorded trust level, (fig. 6A and 
related text) 

8. As per claim 2, Touboul further discloses wherein the object is one of a COM 
object or an ActiveX control, (col. 1 :66) 

9. As per claim 3, Touboul further discloses wherein the object Is embedded in the 
web page, and includes any one of downloadable code, a link to a URL, a popup 
window, graphic data, a video file, an audio file, and a text file. (col. 1 :60-2:10) 

Claim Rejections • 35 USC § 103 

1 0. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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1 1 . Claims 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Touboul. 

12. As per claim 4, the rejection of claim 1 under 35 USC 102(b) as being anticipated 
by Touboul is Incorporated herein, (supra) In addition, Touboul discloses the object 
includes any one of downloadable code, a URL, a popup window, graphic data, a video 
file, an audio file, and a text file. Touboul does not disclose the object is a link to an 
object on a remote server. However, it is notoriously well known for objects to be 
incorporated into an html web page as a link to an object on a remote server. For 
example, the HTML specification defines an object tag to incorporate a remote object 
into a web page via a URI attribute to indicate the location of the object. This feature 
enables, inter alia, logical and physical separation of the parts of a web page, which 
allows efficient uploading of the portions of the web page specific to the type of 
information. Examiner takes Official notice of this teaching. Therefore, it would be 
obvious to one of ordinary skill in the art at the time the invention was made for the 
object to be a link to an object on a remote server. One would be motivated to do so to 
implement good design fundamentals into the invention, including scalability and 
separation of concerns. The aforementioned cover the limitations of claim 4. 

13. Claims 9-24, 28-39, 44-61 and 63-66 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Touboul in view of Pennell et al. US Patent Application 
Publication No. 20030098883. (hereinafter Pennell) 
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14. As per claim 9, the rejection of claim 1 under 35 USC 102(b) as being anticipated 
by Touboul is incorporated herein, (supra) In addition, Touboul discloses the step of 
assessing which of the plural trust levels is to be accorded to the object evaluates 
criteria including whether the object is to be rendered and whether a download flag is 
set. (col. 5:60-63; fig. 6A, reference no. 608) Touboul does not disclose the step of 
suppressing the object includes displaying a prompt to indicate the suppression of the 
object based upon a positive evaluation of any of the criteria. Pennell discloses a 
method for blocking "bad" windows and displaying "good" windows, wherein a window 
analyzer identifies whether a window is "good" or "bad" based on a list having 
characteristics of the window, including the source of the window (paragraph 0043), and 
wherein when a "bad" window is identified, blocking the window and displaying a prompt 
to indicate the suppression of the window based on this identification, (paragraph 0081) 
It would be obvious to one of ordinary skill in the art at the time the invention was made 
for the step of suppressing the object to include displaying a prompt to indicate the 
suppression of the object based upon the positive evaluation of any of the criteria. One 
would be motivated to do so for a user-friendly manner of informing the user of a 
preventive measure by the invention. The aforementioned cover the limitations of claim 
9. 

1 5. As per claim 1 0, the rejection of claim 9 under 35 USC 1 03(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition. 
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the prompt is a modal prompt to provide a user with an activation choice, (paragraph 
0081, last sentence). 

16. As per claim 11 , the rejection of claim 9 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt is a modeless prompt to advise a user of the object being suppressed, 
(paragraph 0081, 5*^ sentence) 

17. As per claim 12, the rejection of claim 9 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt is a modeless prompt to advise a user of the object being suppressed and to 
provide the user with an activation choice, (paragraph 0081, 5*^ and 6^^ sentence) 

18. As per claim 13, the rejection of claim 1 under 35 USC 102(b) as being 
anticipated by Touboul is incorporated herein, (supra) Touboul does not disclose the 
step of assessing which of the plurality of trust levels is to be accorded to the object is 
based on whether the object is a popup window, and the step of suppressing the object 
includes displaying a prompt to indicate the suppression of the object based upon a 
positive determination. Pennell discloses it is desirous to block certain popup windows 
to prevent annoyances to a user browsing experience and discloses a method for 
blocking "bad" popup windows and displaying "good" popup windows, wherein a window 
analyzer identifies whether a window is "good" or "bad" based on a list having 
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characteristics of the window, including the source of the window (paragraphs 0006- 
0008 and 0043), and wherein when a "bad" window is identified, blocl<ing the window 
and displaying a prompt to indicate the suppression of the window based upon a 
positive determination, (paragraph 0081) It would be obvious to one of ordinary skill in 
the art at the time the invention was made for the step of assessing which of the 
plurality of trust levels is to be accorded to the object is based on whether the object is a 
popup window, and the step of suppressing the object includes displaying a prompt to 
indicate the suppression of the object based upon a positive detemnination. One would 
be motivated to do so to block unwanted popups from cluttering the screen and for 
generating a user-friendly manner of informing the user of a preventive measure by the 
invention. The aforementioned cover the limitations of claim 13. 

19. As per claim 14, the rejection of claim 1 3 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt is a modeless prompt to advise a user of the object being suppressed, 
(paragraph 0081, 5^ sentence) 

20. As per claim 1 5, the rejection of claim 1 3 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt is a modeless prompt to advise a user of the object being suppressed and to 
provide the user with an activation choice, (paragraph 0081, 5* and 6**^ sentence) 
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21 . As per claim 16, the rejection of claim 1 under 35 USC 102(b) as being 
anticipated over Touboul is incorporated herein, (supra) Touboul further discloses the 
step of assessing which of the plural trust levels is to be accorded to the object 
evaluates criteria including whether the object is beneath a security setting and whether 
a security setting flag is set (fig. 6A, reference nos. 614. 618, 620) Touboul does not 
disclose the step of suppressing the object includes displaying a prompt to indicate the 
suppression of the object based upon a positive evaluation of any of the criteria. 
Pennell discloses a method for blocking "bad" windows and displaying "good" windows, 
wherein a window analyzer identifies whether a window is "good" or "bad" based on a 
list having characteristics of the window, including the source of the window (paragraph 
0043), and wherein when a "bad" window is identified, blocking the window and 
displaying a prompt to indicate the suppression of the window based on this 
identification, (paragraph 0081) It would be obvious to one of ordinary skill in the art at 
the time the invention was made for the step of suppressing the object to include 
displaying a prompt to indicate the suppression of the object based upon the positive 
evaluation of any of the criteria. One would be motivated to do so for a user-friendly 
manner of informing the user of a preventive measure by the invention. The 
aforementioned cover the limitations of claim 16. 

22. As per claim 17, the rejection of claim 16 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
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the prompt is a modal prompt to provide a user with an activation choice, (paragraph 
0081, last sentence). 

23. As per claim 18, the rejection of claim 16 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt is a modeless prompt to advise a user of the object being suppressed, 
(paragraph 0081, 5'" sentence) 

24. As per claim 19, the rejection of claim 16 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Pennell is incorporated herein, (supra) In addition, 
the prompt Is a modeless prompt to advise a user of the object being suppressed and to 
provide the user with an activation choice, (paragraph 0081, 5'*^ and 6'" sentence) 

25. As per claim 20, the rejection of claim 1 under 35 USC 102(b) as being 
anticipated over Touboul is incorporated herein, (supra) Touboul does not disclose the 
step of suppressing the object includes displaying a user interface to describe the 
content of the suppressed object and to provide a user with an opportunity to activate 
the content of the suppressed object. Pennell discloses a method for blocking "bad" 
windows and displaying "good" windows, wherein a window analyzer identifies whether 
a window is "good" or "bad" based on a list having characteristics of the window, 
including the source of the window (paragraph 0043), and when a "bad" window is 
identified, blocking the window and displaying a prompt to indicate the suppression of 
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the window based on this identification; this prompt includes a dialog box listing all the 
"bad" windows that have been blocked and clicking on a listed blocked window would 
then allow that window to be displayed, (paragraph 0081) It would be obvious to one of 
ordinary skill in the art at the time the invention was made for the step of suppressing 
the object includes displaying a user interface to describe the content of the suppressed 
object and to provide a user with an opportunity to activate the content of the 
suppressed object. One would be motivated to do so for a user-friendly manner of 
informing the user of a preventive measure by the invention and allowing the user to 
override the action if the user deems the action unnecessary as disclosed by Pennell, 
ibid. The aforementioned cover the limitations of claim 20. 

26. As per claims 21-23, the rejection of claims 1-3 under 35 USC 102(b) as being 
anticipated by Touboul is incorporated herein, (supra) In addition, Touboul does not 
disclose the step of providing an activation opportunity for the action. Pennell discloses 
a method for blocking "bad" windows and displaying "good" windows, wherein a window 
analyzer identifies whether a window is "good" or "bad" based on a list having 
characteristics of the window, Including the source of the window (paragraph 0043), and 
wherein when a "bad" window is identified, blocking the window and displaying a prompt 
to indicate the suppression of the window based on this identification. In addition, the 
prompt provides a listing of all the blocked "bad" windows, wherein clicking on a listed 
blocked window would then allow that window to be displayed, (paragraph 0081) It 
would be obvious to one of ordinary skill in the art at the time the invention was made 
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for the step of suppressing the object to include displaying a prompt to indicate the 
suppression of the object based upon the positive evaluation of any of the criteria. One 
would be motivated to do so for a user-friendly manner of Informing the user of a 
preventive measure by the invention and allowing the user to override the action if the 
user deems the action unnecessary as disclosed by Pennell, ibid. The aforementioned 
cover the limitations of claims 21-23. 

27. As per claims 24 and 28-35, they are claims corresponding to claims 4 and 9-21, 
and it does not teach or define above the Information claimed in claims 4 and 9-21 . 
Therefore, claim 24 and 28-35 are rejected as being unpatentable over Touboul in view 
of Pennell for the same reasons set forth in the rejections of claims 4 and 9-21 . 

28. As per claims 36-39 and 44-55, they are apparatus claims corresponding to 
claims 21-24 and 28-35, and they do not teach or define above the information claimed 
in claims 21-24 and 28-35. Therefore, claims 36-39 and 44-55 are rejected as being 
unpatentable over Touboul in view of Pennell for the same reasons set forth in the 
rejections of claims 21-24 and 28-35. 

29. As per claims 56-61 and 63-66, they are means claims covered by the 
disclosures discussed In the rejections of claims 21-24 and 28-35, and they do not 
teach or define above the information outlined In the rejections of claims 21-24 and 28- 
35. Therefore, claims 56-61 and 63-66 are rejected as being unpatentable over 
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Touboul in view of Pennell for tine same reasons set forth in tlie rejections of claims 21- 
24 and 28-35. 

30. Claims 5-8, 25-27, 40-43 and 62 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Touboul in view of Shaw USPN 6,341,373 (hereinafter Shaw) and 
Pennell. 

31. As per claim 5, the rejection of claim 1 under 35 USC 102(b) is incorporated 
herein, (supra) In addition, Touboul discloses the step of assessing which of the plural 
trust levels is to be accorded to the object evaluates criteria including whether the object 
is from a trusted source and whether a download flag is set (fig. 6A, reference nos. 608 
and 616). Touboul does not disclose the step of assessing which of the plural trust 
levels is to be accorded to the object evaluates a criteria including whether the object is 
to upgrade an existing object. Shaw discloses a method for secure downloading and 
upgrading of data, wherein an updater is located and received by a client device, and 
wherein a digital signature or digital digest is compared with a known digital signature 
data. (col. 4:19-35) It would be obvious to one of ordinary skill in the art at the time the 
invention was made for the criteria to include whether the object is to upgrade an 
existing object, since this enables the client device prompt for checks to confirm 
trustworthiness of an updater. (Shaw, col. 1:25-2:14) 

32. Finally, Touboul does not disclose the step of suppressing the object includes 
displaying a prompt to indicate the suppression of the object based upon a positive 
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evaluation of any of the criteria. Pennell discloses a method for blocking "bad" windows 
and displaying "good" windows, wherein a window analyzer identifies whether a window 
is "good" or "bad" based on a list having characteristics of the window, including the 
source of the window (paragraph 0043), and wherein when a "bad" window is Identified, 
blocking the window and displaying a prompt to indicate the suppression of the window 
based on this identification, (paragraph 0081) It would be obvious to one of ordinary 
skill in the art at the time the invention was made for the step of suppressing the object 
to include displaying a prompt to indicate the suppression of the object based upon the 
positive evaluation of any of the criteria. One would be motivated to do so for a user- 
friendly manner of informing the user of a preventive measure by the Invention. The 
aforementioned cover the limitations of claim 5. 

33. As per claim 6, the rejection of claim 5 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Shaw and Pennell is Incorporated herein, (supra) 
In addition, the prompt is a modal prompt to provide a user with an activation choice, 
(paragraph 0081, last sentence). 

34. As per claim 7, the rejection of claim 5 under 35 USC 103(a) as being 
unpatentable over Touboul In view of Shaw and Pennell is Incorporated herein, (supra) 
In addition, the prompt is a modeless prompt to advise a user of the object being 
suppressed, (paragraph 0081, 5*'' sentence) 
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35. As per claim 8, the rejection of claim 5 under 35 USC 103(a) as being 
unpatentable over Touboul in view of Shaw and Pennell is incorporated herein, (supra) 
In addition, the prompt is a modeless prompt to advise a user of the object being 
suppressed and to provide the user with an activation choice, (paragraph 0081, 5^^ and 
6*^ sentence) 

36. As per claim 25-27, they are claims corresponding to claims 5-8 and 21, and they 
do not teach or define above the information claimed in claims. Therefore, claims 25-27 
are rejected as being unpatentable over Touboul in view of Shaw and Pennell for the 
same reasons set forth in the rejections of claims 5-8 and 21 . 

37. As per claims 40-43, they are claims corresponding to claims 5-8 and 36, and 
they do not teach or define above the information claimed in claims 5-8 and 36. 
Therefore, claims 40-43 are rejected as being unpatentable over Touboul in view of 
Shaw and Pennell for the same reasons set forth in the rejections of claims 5-8 and 36. 

38. As per claim 62, it is a means claim covered by the disclosures discussed in the 
rejections of claim 40, and it does not teach or define above the information outlined in 
the rejection of claim 40. Therefore, claim 62 is rejected as being unpatentable over 
Touboul in view of Shaw and Pennell for the same reasons set forth in the rejection of 
claim 40. 
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Conclusion 



39. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

40. See enclosed PTO-892. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is 571-272-3804. 
The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications Is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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